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Spanish Scenario
Overview
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Spanish scenario
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PRAETORIAN Spanish scenario

Integration of
sensors,
cameras, location
of agents and

vehicles

IT systems: Notification channels:
CCTV, access internal, chats, email, social
gates networks, telegram
(simulated)

3D model representation
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Spanish scenario

A cruise ship is
arriving to the port +
Alert on possible

cyberattack

——

Confidential report
about the Port IT
systems is available
on the Internet

TS5

Cyberattacks on the
, port IT systems:
» CCTV and Access
¢ _ Control

"T10

A van (terrorists) is mown@

on the restricted area and,
thanks to the hacked
access control system, is
able to get close to the
cruise area

T11

Non authorized
drone is flying over
the port
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T7

—- Port Local Police
reaches the
terrorists, who have
abandoned the van
There is a fight.

T12

Hospital receives
information about the
explosion

112 notified - FRs
activated

-\.Ir

Another drone is
detected in the

SOC activated

vicinity of the airport,

T3

Internal calculations
to determine
cascading effects

T8

Several

detonated -
them is a dirty
People injured.

T4

Underwater drone
will do an inspection
of the area

T9

Notification is sent to
all the public in the

explosion

area near the
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Any questions or comments

Thank you!

@ https://praetorian-h2020.eu/

@ https://twitter.com/PraetorianH2020 @Praetorian2020

@ https://www.linkedin.com/company/praetorian-h2020 @praetorian-2020

This project has received funding from the European Union’s Horizon 2020
Research and Innovation programme under Grant Agreement No 101021274
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