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Croatian Scenario #2
Overview
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Laboratory targeted by a 
group of terrorists. 

Blueprints of the building 
on dark web

Copy of the 

employee’s ID card, 4-
digit code obtained

Terrorist uses ID card to 
enter the changing 

cabin→does not perform 
the procedure → uses the

code and enters the lab

The terrorist opens a fridge 
and steals the sample.

The terrorist inserts a USB 
with malware into the 

laboratory PC

The terrorist splits the 
sample into two parts, one 

for himself other for his 
teammate.

One terrorist drives towards 
Zagreb. Teammate takes 

another car with drone inside 
and also drives towards Zagreb 

choosing different roads

After a first legitimate user 
loggs in the malware is 
launched from the USB 

Check in process physically 
disabled by a corrupted 

employee 30 minutes before 
the arrival of the terrorists

Both attackers approach the 
airport with the aim to use the 
bioweapon in the indoor and 
outdoor area of the airport. 

Attacker 1 moves around 
check in counters 

Attacker 2 flies drone armed 
with bioweapon towards the 

airport.
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Any questions or comments
Thank you!

https://twitter.com/PraetorianH2020 @Praetorian2020 

https://www.linkedin.com/company/praetorian-h2020 @praetorian-2020

https://praetorian-h2020.eu/

https://twitter.com/PraetorianH2020
https://www.linkedin.com/company/praetorian-h2020
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