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HEP security centre is 
alerted by Croatian 
authorities about 

potential attack on the 
hydropower plant

A C-UAV system is 
temporary contracted 

and deployed to reinforce 
the physical security of 

the HPP

Terrorist intelligence 
team has obtained the 
HPP industrial control 
system administrator’s 

credentials

Terrorists send aerial 
drones to the HPP site 
to collect aerial pictures 

of all the CI

Cyber-attack at the 
HPP industrial control 
system to manipulate 

power production

Attackers enter HPP 
restricted area, manually 

destroy flood gates 
hydraulic mechanism and 

head to the dam

The hospital receives 
notification about the cyber 
and physical attack on the 

HPP, which is located 
higher along the same river 

as the hospital.

Disturbances in the 
electrical network supply 
escalate to a blackout in 

the whole region, 
including the hospital

Extensive rainfall and 
HPP attack cause a 
flooding in several 
emergency power 

supply rooms

The news about the 
blackout and the flood 

are spreading across the 
media channels: hackers 

execute a zero-day 
ransomware attack on 

the hospital
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Any questions or comments
Thank you!

https://twitter.com/PraetorianH2020 @Praetorian2020 

https://www.linkedin.com/company/praetorian-h2020 @praetorian-2020

https://praetorian-h2020.eu/

https://twitter.com/PraetorianH2020
https://www.linkedin.com/company/praetorian-h2020
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