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Abstract

The impact of a coordinated physical attack and a
deliberate (cyber) disruption of critical automation
systems can have disastrous consequences for the
European Member States’ region economies and social
wellbeing. PRAETORIAN creates a toolset that will support
the security managers of Cls in their decision making to
anticipate and withstand potential cyber, physical and
combined security threats to their own infrastructures and
other interrelated Cls.

Main concept

Evaluate the hazards and minimize their level of risk by

assessing the vulnerabilities of the targeting sectors and

desighing adequate security measures

v'Combined attacks: The PRAETORIAN addresses scenarios
which combine both physical and cyber threads

v'Investigate the cascading effects of physical and cyber
threads: both within a Cl and between interrelated Cls
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*23 partners from 7 EU countries

*3 demo sites in 4 EU Member states

* Total budget: 9,04 M€

e Start date: 01/06/2021 - End date: 31/09/2023

2 This project has received funding from the European Union’s Horizon 2020 Research and Innovation programme under Grant Agreement No 101021274
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PRAETORIAN strategic goal is to increase the security and resilience of European Cls, facilitating
the coordinated protection of interrelated Cls against combined physical and cyber threats.

The PRAETORIAN architecture

P4 - Coordinated Response system

Emergency Public Drone Decision Support System
Warning System neutralization N
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P2 - Physical Situation
Awareness system

M
r .0 A MU/ti—T

P1 - Cyber Situation
Awareness system
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P3 - Hybrid Situation
Awareness system

* Representation of the cyber domain
(assets) and of the physical domain.
/ * The edges indicate relationships
between specific components
Relationships between a physical and
a cyber components
e e _ * The cyber and physical domains are
[ " I g instantiated usin g a gen eric di gital
twin, which use to analyze cascading
effects

Demo sites
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v'Demonstrated in three pilot sites engaging the
assets and staff of major Cls from critical sectors

v'The project use cases and demonstration
scenarios are complementary, with at least 2 Cl
per pilot, in order to make possible a cross-site
analysis of the project solutions

Stakeholders Group

Cl operators
First Responders
Scientific Community

Policy Makers
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Conclusions

* Cl-led project

* Building on top of 8 previous successful INFRA-
CIP projects

* Scalability: Involvement of 9 Cls from
heterogeneous sector

References: PRAETORIAN website: https://praetorian-h2020.eu/
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